Student Authentication AGREEMENT























Agreement No: XXXX-XX

THIS AGREEMENT is by and between NCS Pearson, Inc. (“NCS Pearson”), a corporation of the state of Minnesota, having an office at 2510 North Dodge Street, Iowa City, IA 52245, and XXXXXXXXXXXX  (“Client”), located at XXXXXXXXXXX.


WHEREAS, XXXXXXXXXXXXX is a lender, holder, guaranty agency, or their respective agent working with the student loan programs authorized by Title IV of the Higher Education Act of 1965 (HEA), as amended;


WHEREAS, NCS Pearson as a Trusted Third-Party, wishes to provide PIN authentication to XXXXXXXXXXX to assist in authenticating the identity of a borrower under a student loan program;


NOW, THEREFORE, in consideration of the covenants and agreements contained herein, and subject to the terms and conditions contained herein, including any revisions or supplements thereto issued and agreed to by NCS Pearson and Client, all of which are incorporated herein and made an integral part by this reference, the parties hereto agree as follows:

1.
NCS Pearson has secured access to a Government database to act as an independent source for authenticating the borrower's identity. NCS will assume the following responsibilities:

· NCS Pearson agrees to provide the Client a secure service for authentication of the borrower’s SFA PIN and stable data (NameID, birth date, SSN) against the SFA database to enable borrowers to “e-sign” their loan documents or other transactions approved by SFA.
· Provide specifications that allow the Client to design the interface to the NCS Pearson PIN Authentication Service.

· Process each PIN authentication request received via Application Protocol Interface (API) and transmit a result back that indicates successful or failed PIN match.

· Assign a unique number to each transaction and store it with the borrower stable data and PIN in an audit file.  

· Provide a means for the Client to test the accuracy of their PIN authentication API request process prior to live production.

· NCS Pearson will provide access to the authentication service on a 24 x 7 basis, except for scheduled maintenance. NCS Pearson is not able to control the availability of the SFA PIN database or the response time of overall Internet traffic, which may affect system availability. To support this program, NCS Pearson will use the following measures: use of registered TCP/IP addresses; appropriate climate controlled environment; appropriate electrical supply and battery backup; firewall security protection; security monitoring; security penetration recovery within 4 hours; daily tape backups; appropriate storage of tape backup media; availability of alternate server hardware which is to be used in the event of a major hardware failure; a 4 hour maximum hardware failure recovery period; and performance monitoring.
1.2
Prices and services are specified in Exhibit A. Prices are guaranteed until 

December 31, 2002. Any changes to prices or services offered will require an updated Exhibit A be sent to the Client for review and acceptance. 
2.
The Client's Responsibilities: 

2.1
The Client will develop their system to generate the PIN authentication API call correctly.  NCS Pearson assumes no responsibility for PIN authentication sessions that do not work due to failure to program the specifications properly or other system failures on the part of the Client.

3.
Payment/Invoicing. 

3.1
In consideration of the services provided by NCS Pearson to the Client, the Client agrees to pay NCS Pearson at the prices established in Exhibit A. 

3.2
Invoices are payable to NCS Pearson within thirty (30) calendar days of receipt of the invoice.

3.3
Upon completion of each service identified in Exhibit A, NCS Pearson shall submit original invoices to:

Name



_____________________

Address


_________________________







_________________________

City, State Zip
_________________________
Phone



_____________________
3.4
The Client warrants that it is able and willing to pay for the services provided by NCS Pearson in accordance with this Agreement.

4.
Term of Agreement and Termination.  
4.1
The term of this Agreement shall commence on the stated Effective Date and shall continue in effect for 18 months (initial period), unless terminated earlier by either party.

4.2 This agreement will automatically renew for 12 month periods, unless the Client cancels the agreement through written notice 60 days prior to the expiration date of the initial period or any 12 month renewal period.
4.3
Termination for Cause - By written notice to the other, either NCS Pearson or the Client may terminate this Agreement in the event of any material breach of this Agreement by giving thirty (30) days written notice thereof; provided that this Agreement will not terminate at the end of said thirty (30) days notice if the party in breach has cured such breach, to the satisfaction of the non-breaching party.

4.4 
Effect of Termination – Termination of this Agreement shall not alter or affect the rights or obligations of the parties that arose prior to termination of this Agreement under Sections 5.6, 5.7, 5.9, 5.10, 5.12, and 5.17.

5.
Additional Terms.
5.1
Notices – Wherever one party is required or permitted to give notice to the other pursuant to this Agreement, such notice shall be deemed given when delivered in hand, via overnight courier, or upon delivery by first-class United States mail, postage prepaid, and addressed as follows:

In the case of NCS Pearson:

NCS Pearson, Inc.

Attn:  Mary Westbrook

2510 North Dodge Street

Iowa City, IA 52245

In the case of the Client:

Name



_____________________

Address


_________________________







_________________________

City, State Zip
_________________________
Either party may from time to time change its designated recipient or address for notification purposes by giving the other party written notice of the new designated recipient or address and the date upon which it will become effective.

5.2
Severability – If, and only to the extent that, any provision of this Agreement is declared or found to be illegal, unenforceable or void by a court or agency of competent jurisdiction, then both parties shall be relieved of all obligations arising under such provision, it being the intent and agreement of the parties that this Agreement shall be deemed amended by modifying such provision to the extent necessary to make it legal and enforceable while preserving its intent. If that is not possible, another provision mutually agreed to by the parties that is legal and enforceable and achieves the same objective shall be substituted. If the remainder of this Agreement is not affected by such declaration or finding and is capable of substantial performance, then the remainder shall be enforced to the extent permitted by law.

5.3
Entire Agreement – This Agreement, including any exhibits and documents referred to in this Agreement or attached hereto, each of which is incorporated herein, constitutes the entire and exclusive statement of the agreement between the parties with respect to its subject matter and there are no oral or written representations, understanding or agreements relating to this Agreement which are not fully expressed herein. Except as otherwise set forth herein, the parties agree that any other terms or conditions included in any forms utilized or exchanged by the parties shall not be incorporated herein or be binding unless expressly agreed upon in writing by authorized representatives of the parties.

5.4
Changes in Scope - Any changes outside the services stated will be separately priced and agreed to in writing by both parties prior to performance and will serve as an Amendment to this Agreement and be subject to its terms and conditions.

5.5
Relationship - Each party shall act as an independent contractor. No agency, partnership, joint venture, or other joint relationship is created by this Agreement or any reference to the parties operating as a "team" or as "team members."

5.6
Safeguards and Security –NCS Pearson will use reasonable efforts to provide for the security of all information received from the Client upon receipt of such data. NCS agrees that it will have in place at all times during the term of this Agreement information security policies and procedures that achieve the objectives set forth in 12 C.F.R. part 30, Appendix B. and comparable provisions promulgated by other federal regulators, as applicable to this section. NCS Pearson will use the Borrower information provided to it by the Client or by the Borrower through the Client solely for the purpose of PIN authentication. NCS Pearson agrees not to share such data provided to NCS Pearson direct from the Client or directed by the Client, with any third party other than specifically those required under the Title IV of the Higher Education Act of 1965. Classified information as used below, shall be any information, regardless of its physical form or characteristics, that is owned by, produced by or for, or under the control of the United States Government, and determined pursuant to Executive Order 12356, April 2, 1982, or prior orders to require protection against unauthorized disclosure. NCS Pearson will comply with the Privacy Act of 1974 (5 U.S.C. § 552a) and other applicable law (as applicable to this Section)  upon receipt of such “classified information” from the Client or the Borrower. 
5.7 Confidentiality - NCS Pearson agrees that data the Client provides to NCS Pearson which is labeled as confidential, and the management reports prepared by NCS Pearson, shall be protected by NCS Pearson as confidential information from unauthorized use or disclosure in the same manner as NCS Pearson protects its own valuable, confidential information. This section, however, shall not be applicable to any information which, through no fault or negligence of NCS Pearson is publicly known, is lawfully available from a third party without restriction, is developed by NCS Pearson independent of this Agreement, or is disclosed without restriction by the Client to any third party. 
5.8 Limited Warranty - NCS Pearson represents and warrants that it will  perform the services specified in this Agreement in a diligent and workmanlike manner. If any deliverable furnished by NCS Pearson to you contains any error or inaccuracy caused by NCS Pearson, NCS Pearson will correct such error or inaccuracy, at no additional cost. This will be your exclusive remedy under this Agreement. THE FOREGOING WARRANTY IS EXCLUSIVE AND IN LIEU OF ALL OTHER WARRANTIES WHETHER EXPRESS OR IMPLIED, INCLUDING THE WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE 
5.9 Indemnification - If NCS Pearson is notified promptly in writing and given sole control of the defense and all related settlement negotiations, NCS Pearson will accept responsibility for the defense of any claim based on a showing of negligence or willful misconduct of NCS Pearson or its employee(s) or agent(s) has resulted in injury or damage including, without limitation, bodily injury or personal property damage. ncs shall not make or agree to any settlement of any such claim involving financial compensation by client, its successors, assigns, or affiliates. NCS Pearson will pay any resulting costs and damages finally awarded against the client with regard to such claim if and to the extent that they arise from NCS Pearson’s negligence or willful misconduct. NCS Pearson shall not be responsible for any portion of costs, damages, expenses, award or settlement if and to the extent arising from the negligence or willful misconduct of the client, its employee(s) or agent(s)  or any person or entity under the client's direction or control, nor that arises from compliance with the terms and conditions of this Agreement or compliance with instructions given by the client, nor that is paid or offered pursuant to any settlement or agreement not approved by NCS Pearson in writing.
5.10 Liability – both parties agrees that notwithstanding the form in which any legal or equitable action may be brought by the other party or from third parties, the aggregate liability, if any, arising out of or in any way relating to its performance of the services provided herein,  will not exceed the lesser of: 




a. the amount already paid and owed to NCS Pearson by client under this agreement.



b. $100,000
neither party shall  be liable to the other for special, consequential, incidental, or indirect damages, or exemplary damages, or lost profits or savings. Furthermore, no action, regardless of form, arising from this Agreement may be brought by either party more than three (3) year after the cause of action has occurred, except that an action for non-payment may be brought within one (1) year of the date of the last payment.

5.11 Materials - Except as otherwise specified, all materials, programs, methods, systems, surveys, and forms created or used by NCS Pearson in the performance of services under this Agreement shall be and remain the property of NCS Pearson. 

5.12 Record Retention - NCS Pearson will maintain an audit file constituting an audit trail of all transactions against the SFA PIN database as it relates to the Student Authentication Service.  The audit file is the sole and exclusive property of the Client and United States Department of Education. While this agreement is in effect, NCS Pearson will on request of the Client retrieve and provide to the Client, within 2 working days, the audit history of a specific transaction.  NCS Pearson will make the audit file accessible for as long as NCS Pearson is authorized to provide this service to the Department of Education and the student loan community.  While this agreement is in effect, the Client may request a tape containing all of their audit records to date for a $200 fee.  Upon termination of this agreement, NCS Pearson will provide to the Client a tape containing the audit records for that Client. 
5.13 Force Majeure - NCS Pearson shall not be liable for failure to perform or for delays in performance due to causes which are beyond its reasonable control; and in the event of such delay the date of delivery or time for completion will be extended by a period of time reasonably necessary to overcome the effect of any such delay.

5.14 The Client is solely responsible for the accuracy and completeness of all information provided to NCS by the Client or it’s agent. If any inaccuracy is identified, the Client will promptly correct such data. The Client will hold NCS Pearson harmless against any claim to the extent based upon inaccurate data provided by the Client or its’ agent. 

5.15 Neither party may assign any of its obligations under this Agreement to any third party without the consent of the other party (which consent shall not be unreasonably withheld or delayed); provided, however, Client may assign this Agreement and/or its rights and obligations under this Agreement to its affiliates or subsidiaries without NCS Pearson's written consent

5.16 General Failure by a party to enforce its rights on one occasion shall not operate as a waiver of said rights or any other rights on any other occasion. This Agreement shall be construed in accordance with and governed by the laws of the State of Minnesota. 

5.17 Without limiting NCS-Pearson’s obligation to observe any other provision of this Agreement, (i) NCS-Pearson agrees to provide written notice to Client within 10 days of the date NCS-Pearson becomes aware that its PIN authentication process has or may have generated inaccurate authentication results for Client transactions, or of any fact, circumstance or condition that could cause NCS-Pearson’s PIN authentication process to generate inaccurate authentication results for Client transactions, and such notice shall provide detail to Client concerning the same, and (ii) NCS-Pearson shall use best efforts to mitigate any harm to Client once NCS-Pearson becomes aware of any events, facts, circumstances or conditions described in Section 5.17(i), and NCS-Pearson will correct the same to the extent that such events, facts, circumstances or conditions are within NCS-Pearson’s sole control and could cause NCS-Pearson’s PIN authentication process to generate inaccurate authentication results for Client’s transactions.

IN WITNESS WHEREOF, NCS and the Client have caused this Agreement to be signed and delivered by its duly authorized representative as of the last date shown below.

NCS Pearson, Inc.
CLIENT Name
By:  ___________________________





By:  

_____________________

Name:            Neal Mackey                 
Name: 
_____________________



          (PRINT NAME)

Title:            Program Manager           
Title: 
_____________________










        (PRINT TITLE)

Date: _________________________






Date:

_____________________
EXHIBIT A (Page 1 of 2)
NCS Pearson Agreement No: XXXX-XX
Client Name:  CXXXXXXXXX
Description of Service

1. NCS Pearson will conduct integration testing with each Client prior to production. Details of testing are provided in the Application Protocol Interface (API) specification document, which will be sent to the Client upon execution of this agreement.  
2. NCS Pearson will provide the Client a secure service via the web to authenticate the borrower’s SFA PIN and stable data (last name, birth date, SSN) against the SFA PIN database.  Results of the authentication will be transmitted to the client’s website indicating a successful or failed PIN match.
3. NCS Pearson will maintain an audit file constituting an audit trail of all transactions against the SFA PIN database. NCS Pearson will store the audit trail for as long as NCS Pearson is authorized to provide this service to the Department of Education and the student loan community.  Should NCS Pearson discontinue this service, arrangements for transfer of the audit file will be made and communicated at that time.
4. NCS Pearson will provide via our monthly invoice a report of the number of authentications (pass and fail) for the client. Future enhancements (to be priced separately) may include on-line reports via a customer website.

5. NCS Pearson will assign an account representative to serve as each Client’s main point of contact.

Pricing

Clients will be charged on a per transaction basis for each PIN authentication attempt (pass and fail). If a Client does not produce any volume of transactions within 120 days of successful testing, the Client will be charged a $1,000 fee. Charges will be based on annual volume as follows:

	Number of authentications
	per authentication charge (pass and fail)

	0-500,000
	$.25

	500,000-999,999
	$.225

	1,000,000+
	$.20


EXHIBIT A (Page 2 of 2)
Users will be charged the rate matching their estimated volume for each annual period beginning upon signing this agreement through June 30 or July 1 of the then current year through June 30 of the following year. Reconciliation to actual volumes will be calculated and charged or credited to the customer in the July invoice, unless volumes dictate an earlier alteration in charges. 

IN WITNESS WHEREOF, NCS and the Institution have agreed to the services and prices identified in this Exhibit, which upon execution will become Exhibit A of the master Student Authentication Agreement. This Exhibit was signed and delivered by its duly authorized representative as of the last date shown below.

NCS Pearson, Inc.












CXXXXXXX
By:  _____________________________





By:  __________________________

Name:          Neal Mackey                        
Name: ________________________



            (PRINT NAME)

Title:           Program Manager                 
Title: _________________________







        
















(PRINT TITLE)

Date: ____________________________





Date: _________________________
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