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1 Introduction

This document outlines the Application Protocol Interface (API) process for the Student Authentication Network (STAN) service, designed to authenticate a loan applicant’s SFA-assigned PIN.  It includes:

· The process a user goes through to be authenticated by the STAN Web site, 

· The procedures used to perform an integration test with NCS Pearson, and 

· The security information and API needed to handle the data returned by and passed to STAN. 

2 Process Overview

The overview will describe the interaction between the user (loan applicant), the STAN client Web site, and the STAN Web site.  These steps are illustrated in the graphic on the following page.  The steps in this process include:

Step 0:
Starting package is delivered to STAN Client Site. 

This starting package includes client encryption key, client code, and this document. 

This step also includes the integration test that happens between the STAN client Web site and NCS Pearson.

Step 1:
User comes to STAN Client site and tries to login in.

Step 2:
User's browser is redirected to the STAN site. 

There are parameters passed to the STAN site from the Client site via the redirection; Specifically, the return URLs (pass and fail), the encrypted client code, and optionally pass-through data.

Step 3:
Redirected request's client code is decrypted.

Step 4:
Client code is verified.

Step 5:
User is shown the authentication page. 

User enters their stable data (SSN, Name ID, and DOB) and PIN.

Step 6:
User's stable data is used to find user's record, and the PIN is verified.

Step 7:
The billing / audit record is created.

Step 8:
User's browser is redirected to the STAN client site return URL based on pass/fail of authentication.

The URL for a failed authentication is optional, and the user must click on a button to go there. 

Parameters are passed to the client site via the redirection; specifically, the user's encrypted stable data, date/time, and optionally pass-through data.

Step 9:
Client site decrypts the user's stable data and hits their system to find the user.
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3 Integration Test Procedures for Customer Sites

1. Clients will provide NCS Pearson with the complete URLs of both the development and production servers that will used.

2. All customers will provide NCS Pearson with the following:

· Integration test window.

· IP address(es) of development server(s) that the customer will be using to conduct the test.

· Names of individuals who will be conducting test and their role in the test.

· Names and phone numbers of contacts.

· Operating Systems and browsers being used to conduct the test.

3. NCS Pearson has provided test cases in Appendix B.

4. Customer site will provide static IP addresses (or block of dynamic IP address) of computers to be used for test to NCS Pearson.  All testing will be conducted using the development servers.  No testing may be performed against the STAN production site.
5. NCS Pearson will provide web (http) access to the development environment to static IP addresses (or block of dynamic addresses, if necessary) provided by customer site.  Upon successful completion of the integration test, access to the development environment by the customer site will be removed. 
6. The integration test process should ensure that the following functionality is working correctly:

· Link to STAN site from customer site 

· Test that records present on the test authentication database may be accessed with the entry of stable data and PIN value.

· Test that entry of stable data for records not present on the authentication database result in a record not found.

· User is returned to the customer site following successful completion of a PIN authentication.

7. Scheduled conference calls will be conducted with NCS Pearson and the client during which problems will be discussed and customer site will report integration test status.  

8. If an issue is reported which necessitates a programming change by NCS Pearson, the issue will be entered in the configuration management system, the change will be evaluated, made, tested by NCS Pearson, and verified by site reporting the issue.
9. Official sign off will be documented through email. The client's account will then be enabled for production usage.
4 Security Information and STAN API

4.1 User Authentication

Sites referring users to the STAN web site for the purpose of authenticating a user must insert the following HTML code into the referring page:

<FORM METHOD=post* ACTION=https://tobe.determined.ncspearson.com/servlet/STANAPIServlet">

* or 'get', a post is the preferred method as it is more secure.

The following hidden controls are used to pass arguments to STANAPIServlet and customize the authentication pages for referring sites:

	HTML Code
	Purpose
	Default Value (if no value passed by referring site)

	<INPUT TYPE=hidden NAME=path VALUE='authenticate'>
	Informs the stanapi servlet that this is a request to authenticate a user.
	N/A (value required)

	<INPUT TYPE=hidden NAME=unsuccessful

VALUE='Complete URL'>
	Used as the URL to return the user to if the user ‘s match is not successful.  

If the unsuccessful URL is supplied by the referring site, link to that URL from the ‘Return’ button on badpin.htm or disabled.htm.

If the unsuccessful URL is not supplied, the ‘Return’ button links to pinindex.htm.
	N/A (value optional)

	<INPUT TYPE=hidden NAME=successful VALUE='Complete URL'>
	Used as the URL to return the user to if the user’s match is successful.
	N/A (value required)

	<INPUT TYPE=hidden NAME=client VALUE=assigned client code encrypted  length=8>
	Used to identify client making call to API.
	N/A (value required)

	<INPUT TYPE=hidden NAME=userdefinedfield VALUE=??? length=20>
	Client can populate this field with any information they would need returned to calling site upon return from authentication.
	N/A (value optional) only alpha-numeric characters, no spaces


Returning a Successful Authentication

When a user has been successfully authenticated they will be returned to the url specified in the successful parameter.  The STAN site will do a redirect to the specified url.  The STAN web site also returns the user’s stable data, current date/time stamp/sequence number, full name, and userdefinedfield to the referring site.  StData, timestamp, sequence number,and fullname are encrypted using DES encryption.

The following variables will be sent to the referring site:

	Variable Name
	Description
	Format

	StData
	SSN, NameID, and Date of Birth. The stable data is the user’s current SSN with no dashes concatenated with the first two letters of the user’s current last name concatenated with the date of birth without slashes in CCYYMMDD format.  These are values that are on the PIN database.
	999999999XXCCYYMMDD

	timestamp
	Used to indicate the time the authentication occurred.
	CCYYMMDDHHMMSS

	Verification Acknowledgement Sequence
	Used in conjunction with StData and timestamp for a unique indentifier.
	9999

	Fullname
	The full name of the invidual authenticated will inlcude the last name, first name, and middle initial that are on the PIN database concatenated together.
	LastName,FirstName,MiddleInitial (SMITH,JOHN,A)

	Userdefinedfield
	This will echo back the data provided in this field by the client site in the API call.
	N/A – max length 20, only alpha-numeric characters, no spaces


The variables and values will be appended to the successful url, www.successfulurl.com?StData= 5WqxH3mYljaqULcMbxo357E3JyFqk&timestamp=YljaqULcMbxo357E3JyFq&fullname=H3mYljaqULcMbxo357E3JyFqkZ&vas=asdj34lakjd9324&userdefinedfield=userdata

The client site will then need to decrypt the StData field to determine who the user is. It is also recommended that the client site check the Web server variable: HTTP_REFERER value for added assurance that the user was just at the STAN site.

4.2 Authentication Unsuccessful

If the user is not successfully authenticated, the user is sent to either badpin.htm (if no PIN match was found) or disable.htm (if the user’s PIN is disabled).  If provided the unsuccessful parameter will be used as the url for the ‘Return’ button on these pages,  if it is not provided the default is pinindex.htm.

If the event that a user enters an incorrect PIN three times in a row, they will be automatically returned to the unsuccessful parameter if provided.  If the unsuccessful parameter is not provided the user is returned to the STAN home page.

4.3 Security Information

The encryption algorithms used by the STAN site are DES password based and symmetric encryption. NCS Pearson has developed code in C/C++ and Java using RSA Bsafe and Baltimore’s Keytools cryptography packages. This code has been used on UNIX (IBM AIX and HP-UX) as well as on NT platforms.

The "Stable Data" is the user's SSN, 1st 2 letters of their last name, and their date of birth all strung together. As an example, an SSN = 123-45-6789, last name of Johnson, and date of birth of 01/02/1965 would be strung together as 123456789JO19650102. This data string would then be encrypted, and should look like this using the keys provided. So as a test of your code you could try to decrypt this data +u6dxDuhguxm5kGoQDTf9d3bxPYyDDJH. You should get 123456789JO19650102.

See appendix A for more details on the encryption used.

5  Appendix A

STAN Cryptography Specifications

Version 1.00

Date:  April 10, 2001

I. Cipher Specifications 

a) Algorithm – The block cipher DES is the standard cipher for all encryption/decryption operations.  

b) Padding – As DES processes data in 8-byte blocks, if the final input block of plain text is less than this, it is padded so the entire message is a multiple of the block length. The PKCS #5 padding standard is used for this operation.

c) Chaining – Cipher Block Chaining (CBC) is used for both key and data cipher operations to increase security by circumventing repeated block encryption.

d) Encoding – All encrypted data is stored Base-64 encoded.  

II. Key Information 

a) Keys are password based encrypted using DES-MD5 with CBC. The MD5 hashing algorithm is used to hash the salt and password a number of times to produce key data and an initialization vector (IV). All keys are Base-64 encoded, therefore use the key in a symmetric algorithm operation you must first decode then decrypt the key prior to use.  

b) Keys should always be stored encrypted within a restricted environment when not in use. 

e) Keys used within the DES algorithm are 64-bit, with an effective key length of 56-bits.  The remaining 8-bits (the least significant bits of each byte) are reserved for key integrity verification.

III. Data Encryption 

a) All data is symmetrically encrypted with the above mentioned keys using the symmetric encryption algorithm of DES with CBC. 

b) To encrypt/decrypt data you must first decode the key, decrypt the key, and then call the appropriate encrypt/decrypt operation with the resulting binary key.

IV. Reference Material 

PKCS #5 http://www.rsasecurity.com/rsalabs/pkcs/pkcs-5/
6 Appendix B

Test Cases

	PIN
	DOB
	SSN
	Last Name
	First Name
	Middle Initial
	Address
	City
	State
	Zip

	agpyal
	19630809
	771029667
	MICHAELS
	SHANNON
	A
	10 LIGHTNING PATH LANE
	PORTLAND
	OR
	97232

	
	19801125
	771029677
	GOMES
	PAUL
	B
	123 MAIN STREET
	SALT LAKE CITY
	UT
	53255

	2127
	19720229
	771029687
	JOHNSON
	TIMOTHY
	C
	1124 OAK STREET APT#4
	FORT MYERS
	FL
	35633

	1591
	19820712
	771029697
	JONES
	MARY
	D
	873 MAPLE STREET
	MEMPHIS
	TN
	52566

	1501
	19840727
	771029707
	SMITH
	IRENE
	E
	417 4TH AVENUE #D2
	BROOKINGS
	SD
	76874

	9223
	19780111
	771029717
	THOMPSON
	WAYNE
	F
	2010 20TH AVENUE PLACE
	MACOMB
	IL
	54632

	1743
	19530410
	771029727
	PAYTON
	KIRBY
	G
	2820 IRVING AVENUE
	TIPTON
	IA
	13242

	2091
	19801224
	771029737
	O'NEIL
	BRIAN
	H
	993 NORTH DODGE
	IOWA CITY
	IA
	66353

	9912
	19761009
	771029747
	
	BILLY
	I
	1 E. MAIN STREET
	LAS VEGAS
	NV
	67845

	2554
	19821123
	771029757
	PETERSON
	HERB
	J
	33 LIGHTNING PATH LANE
	HARMONY
	MN
	78455
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